
110 As will be seen throughout the discussions of the Scenarios, when users enter the
online world, it is not necessarily clear what spheres of activities are public,
private, or semi-public. Nor is it obvious whether words, data, or pictures that
one can access and download from online databases or discussion groups are
protected by intellectual property laws or by privacy laws.

One of the most important things that a school, library, and / or community center
can do to ensure privacy, security, and protection of intellectual property on an
online system is to make clear and publicly available the policies and the
circumstances under which a user might violate the policies. The advice of
counsel familiar with the issues in each area of the law would be valuable in
establishing frameworks to support these policies and judgments.

MAINTAINING THE BALANCE: EMPOWERMENT AND
RESPONSIBILITY
The Information Superhighway empowers its users but also carries with it
responsibility. Maintaining the balance between empowerment and responsibil­
ity is not solely the job of the school, library, or community center affording
access to the Information Superhighway, but also the job of each and every user
and creator of the information resources upon it.

Responsibilities and rights do vary, though, depending on the role of the user, the
network, and the system. A school, library, or community center should take
care to clarify the role that it is playing in establishing a relationship with a user.

Many of the individuals and organizations already on the Information Super­
highway are sharing stories, accessing creative material and producing their
own, discussing network problems, and finding solutions every day. For anyone
charged with developing guidelines for networks, online peer discussions may
be helpful during the preliminary and ongoing phases. Lists of online resources
for assistance with general issues are provided in Section 4. For assistance on
issues that are unique to a particular situation or constituency, however, advice
should be obtained from those with expertise in the appropriate subject area.
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Resource on Intellectual Property,
Privacy, and Security

Institutions such as schools, libraries, and community centers have an interest in
encouraging their constituents to use information in lawful and ethical ways.
This interest arises not only from a concern for education or for good citizenship
generally. In some circumstances, an institution that allows its equipment or

facilities to be used in ways that infringe someone's legal rights may be liable for
the infringement, along with the individual actually making the use. This risk is
present when dealing with such rights as those based on the law of intellectual
property, communications, privacy, or torts such as defamation. The extent of the
risk in each case will vary depending on all the circumstances, including the
institution's level of involvement, control over, benefit from, and awareness of
the unlawful activity.

It is important to recognize the potential legal exposure without overreacting,
and to use common sense in deciding how to respond. Institutions can perform a
valuable role in educating their constituents about the legal issues involved in
using the Information Superhighway, and in adopting clear policies and guide­
lines. In some circumstances, particularly in dealing with children, ongoing
supervision may be appropriate. On the other hand, once general policies are in
place, judgment calls will have to be made for each particular type of use as to
what constitutes an appropriate method of supervision and whether the benefits
are worth a possible increased risk of liability. The advice of counsel familiar
with the issues in each area of the law would be valuable in establishing frame­
works to support these policies and judgments.

In developing flexible policies concerning browsing on the Information Super­
highway and contributing information, it is useful to encourage teachers and
administrators to keep abreast of what users are doing on the Information
Superhighway, at least when using the school, library, or community center
equipment. Teachers, librarians, and community center personnel should
incorporate network-related interests in the curriculum. One method might be to
ask students to report on ~hat they like to do on the Information Superhighway.
Instead of leaving a student alone with decisions about the legality or ethics of
sharing certain material with others in given situations, decisions that students
may not yet be mature enough to make, the exchanges should become part of the
student's learning experience. By encouraging the open discussion of network
activities among students, teachers may have an early indication of problem
areas.

For example, although many schools have strict guidelines prohibiting students
from giving out personal information on the Internet, a situation could arise
where a student is enticed to provide information about his community, school,
or family to an entity running a homepage that appears to be a reputable
company, but then proceeds to use the information for commercial purposes. In
such a situation, it may be necessary for the teacher to alert the school authori­
ties, who can obtain legal guidance on how to proceed.
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114 Rights and Interests an rare: v absolute. In a classic formulation, the Supreme
Court said that the rigJ-t of free speech does not entitle one to shout "fire" in a
crowded theater. Similarly, 'here may be constraints, overlaps, and conflicts
between rights related to intellectual property, privacy, and security interests.
For example, the ability to engage in private or anonymous communications
does not mean that it is acceptable to use the ability to infringe on someone else's
intellectual property rights. As computer networks extend everyone's ability to
communicate and share information, there may be a tension between the exercise

of those abilities and the legitimate interests of others. Administrators need to be
aware of the possibility that conflicts may arise and must be prepared to take
action to prevent abuses.

Section 3 is divided into two parts, the first dealing with intellectual property
and the second with privacy and security. Each part first provides a primer
containing basic information about these topics, then provides some hypothetical
scenarios explaining how these ideas apply on the Information Superhighway.
When appropriate, Intellectual Property, Privacy, and Security Principles adopted
by the Council are referenced. (These principles can be found in either the
Council's Policy Document or the Council's midterm report, Common Grolll/d.)

COPYRIGHT

Copyright law protects original works of authorship. These include creative
works such as fiction and nonfiction writing, movies, TV and radio programs,
art, music, sound recordings, databases, and computer software. Our legal
system grants copyrights not simply to reward the author for the act of creation,
but to benefit the public as a whole. The ultimate purpose of copyright is to

expand the pool of information and knowledge available to society as a whole,
by spurring creativity in a free market economy while encouraging the inter­
change of ideas and information. Allowing authors to control the use of their
works, and therefore profit financially, gives them an incentive to invest time and
effort in creating new works. The more works that are created and disseminated
by authors and their publishers, the richer the spectrum of material available to
the public. This benefits all of us, by promoting the progress of science and the arts.

As a practical matter, most people, up to now;have been required to have only a
passing acquaintance with the principles of copyright law. The new technologies
involved in the Information Superhighway make it more important today for the
general public to acquire a basic knowledge of copyright. For the first time, the
average person sitting at her home computer can gain access to a wide range of
every type of copyrighted material, and can easily copy or communicate that
material virtually instantaneously. If copyrights in these works are not respected,
many copyright owners may be reluctant to make their works available online.

Public education about the meaning and importance of copyright is therefore
critical to the Information Superhighway's successful implementation. It is
obviously unrealistic to expect everyone to become a copyright expert, but
people can learn to be responsible Information Superhighway users by becoming
aware of the issues involved when they create, access, receive, or transmit



materials on the Information Superhighway. This will enable them to resolve

simple issues on their own and recognize when it is appropriate to seek outside

help for more detailed knowledge and advice. A list of organizations that can

serve as copyright resources is included in the "Resources for Communities"

section.

Even for those who are familiar with copyright law, the Information Superhigh­

way context raises new issues. With traditional technologies, such as photocopi­

ers, it is easy to see that a work has been copied. However, when the digital form

of a work is accessed and the results are communicated electronically from one

computer to another, it is not obvious to the user whether and at what point in

the process a copy has been made or a performance has occurred. Nor is it

obvious whether a performance or display of a work at various points in the

communications pathway as well as at the point of reception is public or pri­

vate-a key distinction in copyright law.

The law is evolving in this area. Whether and to what extent the Copyright Act

must be amended to take into account the issues raised by new technologies is

currently the subject of debate. Some amendments and clarification may tum out

to be advisable. Existing rights of copyright owners and creators whose works

are used on the Information Superhighway should not be diminished or weak­

ened, and should be able to be exercised in a meaningful way. At the same time,

the public's ability under current law to gain access to works and make reason­

able uses of them under the fair use doctrine and other exceptions to the copy­

right owner's rights should also apply on the Information Superhighway.

In some respects, the Information Superhighway will simplify the mechanics of

the copyright system. The new technology will eventually make it easier not

only to gain access to a wider variety of works, but also to identify legal claims
and, where indicated, who would be contacted to obtain permissions and/or
make payments. it is in everyone's interest, both copyright owners and users of
copyrighted materials, to make these transactions as simple and painless as

possible. On the Information Superhighway, licensing information should
become more readily available than it is today. Some mechanisms are already in

place that can handle licensing; other mechanisms to license online in a matter of

seconds are likely to be developed.

The fundamental point is that copyrights should be respected. Each of us is

potentially both a copyright owner and a copyright user. While someone may

choose to donate his work to the public domain or allow it to be freely used, the

choice should be his. Others may want to control who accesses their work and in

what context, or may have invested substantial time and money in the work's

creation which they need to recoup.

At the same time, the conditions facing users should not be difficult to cope with.

A license may often cover the proposed use, and may be easily available. If not,

if the user exercises judgment in taking only the amount of work that is neces­

sarv, for reasonable, nonc~)mmercialpurposes that do not interfere with the

co~yrightowner's market, the use may well qualify as fair use or be covered by

another exemption.
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116 In other words, we should all do the right thing, exercising common sense.

The use of the Information Superhighway may also raise issues of intellectual
property law other than copyright. A word or logo identifying the source of
products or services, such as a brand name or a school mascot, may be protected
by trademark law. The names and likenesses of real people are protected against
certain unauthorized commercial exploitations. And some of the electronic or
mechanical components of the technology involved in the Information Super­
highway may be covered by patents. The principles involved in these other
bodies of law are not discussed in this document.

FOUR KEY QUESTIONS

Whenever someone uses the Information Superhighway, she may be using a
copyrighted work, and at the same time may be creating a copyrighted work. In
both situations, she needs to understand what types of material are protected by
copyright, and what types of uses require permission. These copyright basics are
an important part of the Information Superhighway "rules of the Toad." The
essential questions to be asked are the following: (l) is the material protected by
copyright? (2) is the proposed use within the copyright owner's exclusive rights?
(3) if so, is it permissible under an exception to those rights? and (4) if not, is it
covered by a license, either explicit or implied?

1. Is the Work Protected by Copyright?

Some materials that can be found on the Information Superhighway are pro­
tected by copyright, and some are not. Copyrights are withheld from certain
works for policy reasons; other works have lost their copyrights because of a

failure to comply with past legal rules, or because the works are so old that the
copyrights have expired. Two general categories of works that are likely to be in
the public domain, and therefore free to be copied, are works created by the U.S.
Government, and works that were published more than 75 years ago. For many
works, unfortunately, there is no simple way to tell. The answer depends on a
variety of facts such as who created the work; when, where, and how copies of
the work have been distributed to the public; and the date of the author's death.
For most newer works, the copyright willlas~ for 50 years aher the author's
death, or 75 years after publication. If it is important to know the status of a
particular work, legal advice should be obtained.

Although copyright owners often use'a notice of copyright, and/or register
claims in their works with the Copyright Office in Washington, D.C., "they are not
required to do either under current law. So the fact that a work has no notice on
it and does not show up in the Copyright Office's records is not a guarantee that
it is in the public domain. A wise approach is to assume that material is pro­
tected unless you have reason to believe that it is not.

This is true even for works from other countries. Foreign materials found on the
Information Superhighway will often be prgtected by copyright in the United
States. Our law protects works that come from other countries with whom we
have a treaty or other copyright relations, in return for their willingness to



protect American works within their borders. It is only a small handful of
countries today with whom the United States has no such relationship, and
whose works are therefore not protected here.

As a creator of material in digital form, the Information Superhighway user may
become a copyright owner as well. Often someone using the Internet inputs his
own thoughts in the form of an e-mail message, or by posting material to an
electronic bulletin board. This material, if it is original with the creator, and has
at least a minimal amount of creativity, will be protected by copyright. Even
some less visible types of creative expression are copyrightable. For example,

selecting from a group of preexisting materials, and combining or arranging
them in a manner that requires thought and judgment, may itself result in a
copyrightable work (assuming the use of the materials does not infringe any
copyrights).

Moreover, any work created while using the Information Superhighway is
automatically protected by Federal copyright law as soon as it is fixed in the
computer's memory. The creator does not need to apply for a copyright, register
the creation with a government office, or even place a notice of copyright on it.
The result is that she can, if she chooses to do so, prevent others from making
various unauthorized uses of the new material.

2. Is the Use within the Copyright Owner's Rights?

Finding out whether a work is protected by copyright is only the beginning. A
copyright does not give a monopoly over all of the work's contents. Ideas or
facts cannot be protected by copyright, and, absent other legal considerations,
can be taken directly from a copyrighted work. What is protected is the author's
creative expression-the choice of language used to describe the ideas, not the
ideas themselves.

In addition, not all types of uses of copyrighted material require the owner's
consent. For example, a purely private display or performance of a work is
always permitted. Simply looking at a work is not an infringement. The acts
that the copyright owner is legally entitled to control are the making of copies,
the distribution of copies, the use of the work as the basis for a new work, and
acts of public performan'ce or public display.

Most uses of a work on the computer, however, are likely to involve one or more
of these acts-sometimes in ways that are not obvious. For example, it is
important to understand that copies can be made in many ways, not only by the
use of a printer or photocopier, or by pressing a function key. When information
in digital form is communicated from one computer to another, it can be argued
that a copy occurs in the.receiving computer. Some legal questions surrounding
copying in the electronic environment have yet to be resolved. (Technically
speaking, an exact replica of the information as it existed on the first computer
will not generally occur. In particular, the bits may manifest themselves differ­
ently on the receiving computer as a result of software operations within both
computers, as well as other transformations that may occur in between. Never­
theless, a copyright owner's rights may still be implicated.)
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118 3. Is the Use Permissible under an Exception to the Copyright
Owner's Rights?

There are a number of exceptions to the copyright owner's rights-situations
where conduct that interferes with those rights is permitted because Congress or
the courts have determined that the conduct is justified even without permission
or payment. Where appropriate, these exceptions should apply in the Informa­
tion Superhighway.

The most important exception is fair use. Fair use is a flexible doctrine, intended
to allow uses that are reasonable and beneficial to the public without requiring
the copyright owner's consent. Whether a particular use qualifies as fair is based
on an evaluation of all the circumstances. This includes a balancing of four
factors set out in section 107 of the Copyright Act: (1) the purpose and character
of the use, including whether it is commercial or for nonprofit educational
purposes; (2) the nature of the copyrighted work; (3) the amount and substantial­
ity of the portion used in relation to the copyrighted work as a whole; and (4) the
effect of the use upon the potential market for or value of the copyrighted work.
The complexity of this balancing, and its fact-specific nature, make outcomes
hard to predict. There are, however, some generally accepted interpretations of
the fair use doctrine. For example, the Supreme Court has held that it is a fair
use to copy a free broadcast television program at home on your VCR in order to
watch it at another time. The classic example of fair use is the quotation from a
book in a book review, in order to illustrate the reviewer's point. In less clear
circumstances, particularly if the stakes are high because of the time or money
involved, or the extent of dissemination of the line, it would be advisable to
obtain legal advice.

The availability of reasonable licensing arrangements may be weighed in
determining whether a particular use is fair. Efficient and inexpensive means of
identifying and locating copyright claimants using network capabilities is
essential to encourage new and creative uses.

It is a common misconception that copies or performances made fOT personal
use, or for nonprofit educational use, or for research, are always permitted. The
reality is that such uses may be permitted, when they fall within a specific
exemption or qualify as fair use, based on an examination of all the circum­
stances. The personal, nonprofit, or educational nature of the use will, however,
strengthen a fair use claim.

Other exceptions to the copyright owner's rights are more specific and detailed.
The law contains provisions, for example, dealing with library copying for
interlibrary loans, secondary transmissions of broadcasts by cable companies,
and the making of a single copy of a computer program for archival purposes.
Although there is no general exception permitting all nonprofit or educational
uses, a number of provisions exempt certain specific uses of this type. All of
these exceptions may be found at sections 108-120 of the Copyright Act.



4. Is the Use Covered by a License?

For many works that are available on the Information Superhighway, it will be

possible to get a license from the copyright owner allowing use of the work. As a

general rule, it is up to the copyright owner to decide whether or not to grant a

license; he has the option of simply saying no. Payment or credit alone is not a

substitute for permission. But as a practical matter, if the work has been made

generally accessible on the Information Superhighway by the copyright owner,

he may be willing to disseminate it further-particularly for a typical individual

use by a member of the public.

licenses may be obtained in many different forms. The easiest case is the general

license, where a copyright owner announces to the world that anyone is free to

use the work in any way. Some uses of works on the Information Superhighway

by individuals will be covered by licenses already in place through service

prOViders. For other uses at locations such as libraries, community centers, and

schools, it will be possible to obtain "site licenses," allowing specified uses by

multiple users located on site. In addition, some types of use can be licensed for

many works at once through organizations set up by groups of copyright owners

to administer their rights. And a license can be requested for a single particular

use, either through traditional communications media or online. It is also

possible to associate simple terms and conditions with the data itself as well as

procedures for locating and accessing such data on the Information Superhigh­

way. Finally, permission to use a work may be implied in appropriate circum­

stances.

Who has the right to grant a license? For users of the Information Superhighway,

the answer will be clear in most cases from information posted on the work itself.

When creating a work on the Information Superhighway, the answer will be

more complex if more than one person participates in the creation process.

Sometimes the owner will be the person or business who paid for the work to be

created, rather than the actual creator. For example, if an employee creates a

work as part of her job, her employer will own the copyright and she cannot use

it herself without permission. And if several people work together to create a

single work, they may be considered coauthors, jointly owning the entire work. If
so, each would have the right to license the work without the others' consent

(assuming they shared any profits with them). In addition, copyright rights can

be sold or given away voluntarily to new owners.

To assist school administrators and teachers, librarians, and community center

personnel who may actually confront situations involving these principles, the

following scenarios and discussions are provided. This material is intended only

to sensitize Information Superhighway users to the issues and to provide a

general framework for resolVing them. These analyses are not intended as a

substitute for obtaining legal counsel when necessary.
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COPYRIGHT SCENARIOS AND DISCUSSION

1. Creation of Multimedia Works Using Online Materials
A class studying American history is assigned to "surf the Net" and put together a
multimedia"collage" of materials on a topic of thdr choice. This collage may take the
form of acomputer program that is based on or incorporates preexistillg works. T1Ie
Internet offers avariety of resources for them to usc, including textual databases, film
footage, photographs, and sound recordings that have been converted into various digital
formats. What should the teacher tell the class with regard to protection of intellectual
property? What are the students' rights in their own work product?

The first issue raised by this scenario is whether the materials the students are using to
create their collages are protected by copyright. Unless the materials are clearly in the
public domain, or explicitly state that they are dedicated to the public, the answer is
probably yes.

The fact that the materials are protected by copyright doesn't necessarily mean that the
students can't use them. T1Ie next issues to address are what type of uses the students
will make of the materials, and whether those uses are covered by a license.

There are several uses that the students may make of the materials without legal risk.
Uses that do not involve COpyiflg the materials or performing or displaying them publicly
are generally permitted. For example, assuming access is permissible under other bodies
of law, astudent may revie-<.V an archives table of contents to determine what material is

available. In addition, he should be able to search for, and obtain alist of, particular
material he is interested in through the use of queries or key words.

Other uses are less clear. The students will probably wish to access the materials they
have found. Doing so may entail the making ofa copy in the computer's memory, even if
that copy is not permanently retained. Depmding on the terms under which the
materials have been placed on the Internet, this type of transient internal copying might
be considered fair use, or permitted by an explicit or implied license, since it is necessary
in order to interpret the data and manifest the results.

What about printing out single copies of textualitems, solely for the students' personal
use to refer to and take notes on in the process of working on their projects? And final/y,
what about incorporating portions of the materials into the final collages? These acts
may involve not just storage in memory but possible interpretation and other manipula­
tion by computer programs of the information in various digital formats. If asubstantial
amount is copied, permission will be needed unless the use falls within an exception to
the copyright owner's rights.

The most obvious exception to consider here is fair use. The students are making the
copies for nonprofit edl/cational purposes, which will help in the overall balance. The fair
use claim may be particularly strong with regard to the use of small portions of works, or

printouts made purely as a matter of convmience in order to avoid taking notes directly
from a display 011 their computer screen. In anyevent, individual printouts for personal
purposes may be copered by the license giving access to the archives.
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This scenario, like those that follow, also raises issues of secondary liability for the
institution where the acts take place. It would be advisable for the school to have
guidelines in place all how to handle copyright issues, particularly when the teacher is

giViTlg an assignment that specifically CIlvisions the copying of copyrighted material.

Another set of issues relates to the students' rights as authors of their col/ages. If the
col/ages are made lawfully, they will be protected by copyright as soon as they are fixed
O1r paper or in the memory of the computer. In most cases, the students' copyrights will
protect the creative judgment they lIsed in choosing what materials to include, and in
deciding how to combine and arraJrge them. LikI!"lV1Se, in most cases, the students will
have thl! right to prevent others from copying substantial portions of the collages without
their consent. The copyrights in the collages wil/ not, however, give the studCllts the
right to prevent copying of the preexisting materials themselves.

2. Downloading of Copyrighted Images

The director ofa community center learns that teenagers regularly use the computer
terminaLs at the center to access copyrighted pictures that have been converted into
digital form, storing them in personal file areas to which only they and he have the
passwords. What should he do?

This scenario raises issues of both intellectual property and privacy. "Accessing"
pictures in digital form is likeLy to invoLve acts that potmtially infringe copyright; when
the data are downLoaded by the teenagers into the computer's memory, data representing
the works will be stored in the files. Unless the owner has granted a license covering
this use, the copying may constitute infringement. The fair use doctrine is unlikeLy to
apply where entire works are copied for purposes ofentertainment, as a substitute for
purchasing them from the copyright owner.

The community centa's role here is more passive than the school's roLe in the first
scenario. Assuming that the celrter is doing no more than providing equipment, which is

capable of significant Iloninfringing uses, alld is not requesting or encouraging the
teenagers to access alld store copyrighted material, it is unlikely to be found liable for the
teenagers' acts. The advance posting ofa clear copyright policy would put the center in a
better position. On the otber hand, Q decisioll to supervise the teenagers' uses might
increase the center's risk of liability. Alld once the center staff becomes aware of
infringing uses, it should take action to prevent them ill the future.

3. Use of Library Computer Terminals

A local public library sets up a computer room filled with computer terminals. Library
patrolls can use the terminals to watch movies and listen to music on videotapes alld
CDs purchased by the library. They can also rUIl software programs, and download and
print copyrighted materials from databases. The library has site licenses for these
programs alld databases. What types of policies should the library adopt with respect to
illtellectual property cOIlC€?ms?
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The USI! ofa tennhml to watch a movil! or /istm to music all a videotape or CD placed il1
that termi/lal il1volves tlrl! performance ofacopyrighted work. If a performal1ce is private.
it does 110t infril1ge tile copyright in the work; if it is public, if may. The qllL'Stiol1 if'

whether the performance if' public or prh>nte whm a11 il1dividual patrol] ,'iews, henrs, or
exeClites the work 01] a computer termi}]al in the public Iibrnry, If the patro17 took a mmlie
home al1d watched it 011 her home computer, there would be 110 problem. But because the
library is a place open to the public, the performal1ce could be considered public, al1d
therefore potel1tially il1fringil1g. It is possible that aile of tile specific exceptions to the
copyright OWl1erS rights would apply here, but the application of these exceptiol1s to the
ol1lil1e emliromnellt is 110t yet clear.

A, to the lise of databases and software, the! qUe!stioll is what acts are cDt'ered by the
library's licCHses, Software licenses may specify a partiCl1lar number 01' group of people
who are authorized to use the software. 111 order for tlze dowl1loadillg from a database to
be lawful, the liwlse must permit accessil1g some or all of the data to perform operations
such as printing, executing, and ,'iewing.

Most database licenses do pamit the downloading or pril1th1g of hldii'idual items, or of
reasol1able amoul1ts of tlll!sl! items.

4. Electronic Mailing Lists and Use of Copyright Notices
A Cllrrellt ,'Vellts discussiolJ group ml!ets weekly at a neighbor/lOOd commul1ity center.
The grollp decides to establish all electronic mailing list of fril!ftds al1d acquaillta/lces
arou/ld the cOlmtry. aliCe a week, it will selld to tlle mailing list their own compendium
of entertaining lIews items from the press, ,pith its ownhumorolls comments 011 each one.
0111 the discussiOlz Nroup lawfully crente and distribute the weekly compelldium? Can it
place restrictiOlls on the lIses tlUlt otllers may make of the comp,'ndillln, such as prohibit­
ing them from making allY challges? On the other hallLt, call it disclaim allY copyrigilt
rights and place the work ill the pllblic domain?

The [acts of the lIe'ws themsel,'es cal/not E)e protected by copyright, and thlls anyone is

free to repeat them. Howet'er, the langllage Of tlze article tlrat reports the Ilews ill the
press is lIslIally copyrightable expression, Whether or Ilot tire discllssion group is

infrillgil7g copyrights ill the lIetVS items will depl!l1if 011 the nature of the material
illcluded alld the liSt? tlley make of the cOllwendium, If tlrey crente the compendium only
for their own amusement, they may be engaging in a fair liS/!. The more widely tlle
compendium is disseminated and thl! morl! commercial tlle dissemination, the less likely
the use is to be eXClIsed as fair.

AssulI/ing that there is )10 infringemellt, the compendil/m itself may be copyrightable,
sillce it is created through the lise of selectit'(' jlldgm('l/t as to what lIews items to include
from a vast pool alld cmztailzs origillalhulI/orol/s cOlI/ments. As 50011 as each compen­
dillm is fixed in the me!l1ory ofacompllter, it is automatically protected by Federal
copyright. Sillce the compelldill11l is n single work mergillg their individual contribu­
tiOIlS, tlrose ll1embers of the disClISSftll1 group Who cOlltributed creative allthorship may be
jOillt alltllOrs. -
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As coptjright owners, the discussioll group would be able to bar the copyillg of the
compelldium withollt authorizatieJ1l. Althollgll the law does not require it, it would be
helpful to place a copyright statement all the screm to let users kl10w that they do claim
rights. On the other hand, aile is always free to make ol1e's work llZlaiiable to others if ol1e
wishes to do so. Agaill, a simple statemellt 011 the scree'l to that effect would sllffice.

It may also be possible to place conditions on the usc of aile's work eVeIl beyolld the
limitatiolls imposed by copyright law. As a matter of calltract, olle could tell Intemet
lIsers whell they access the material that they may only use it ill specified ways as a
cOlldition ofaccess. While the law is 1lOt elltirely clear, such cOlltracts may be enforceable.

5. E-Mail Discussion Group

At the suggestioll of their teachers, students at several schools in differellt States
estllblish IlII e-mail discussioll group Ofl the topic of the govemll/ell!'s role ill educatioll.
What lire the rights of the participallts in their contributiOlls to the disCllssioll?

Copyright proh'cts all types ofauthorship, from tire formal structured book published ill
Ill! editioll of tellS of thouSllllds to the illformal, short 1I0te that someolle semis to a frie11d.
A'IY form of expressioll, as 10llg as it is origillal 'with its (wtllOr alld millimally creative,
is protected by Federal law as S0011 as it is fixed in n tangible forll!. This menns that
individual commellts contributed to an e-mail discussion may be protected by co~~rright.

Accordingly, permission is needed to make copies or to performlllld/or display the work
publicly, whether dolie electrollically by forwarding II digital version of the work to
II1l0ther person's computer or postillg it all an electronic bl/lletin board, or dOl1e the old­
fashioned way by prillting it alit on paper and postillg it all a cork bulletill board.

On tl1e other hand, pennission does IIOt I1I1t'e to be formally requested alld formally
grallted. By participating in tltis type of discussion group, tlte stHdent /Play Imve given
his implied COllsent to sharing Ilis thoughts, lit least to some extent. The qllestioll is

'Whether tl1at CO/Isent extends b~olld the circle of the discussion group, and if so, how far.
There may be a difference, for example, between forwarding the messllge to other students
wl10 would be eligible to join tl1e discussioll group, and forwarding it to II brander
audience.

6. DigitiZing and Uploading Print Material

You are the adviser to the higl1 schoolnt'·wspllper. A student editor digitizes fill article by
II parent tltat appeared ill the newspaper, aloltg with a cartoon created by anotlter studeltt
to illustrate the artic/e, and places both of them Olt IlII electronic bulletill board on tlte
lrlternet, from which they clln be dowllloaded by any ~ubscriber. What policies should the
newspaper adopt to deal with this type ofsitl/ation?

First, it illould be wise to adopt II policy £lsSWl1illS that m'!{l and original works of
authorship sllch as the article and the cartooll lire protected by co~'yright. Protectioll
exists wl1ether or I10t the parent writer or student artist took stt>ps to claim copyright, by
using a notiet' or registering a copyright claim ill tlle work, or ,','en kill'!/' that tll" work
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Second, the nl!"<1Jspaper should flag the possibility that this type of lise may infringe.
Several courts have held that either lInloading material onto an electronic bulletin board,
or downloading material from such a bulletin board, constitutes copyright infringemeHt.
In addition, the digitizing itself may be considered to infringe.

Finally, the student staff should be directed to look at the scope of the newspaper's license.
While the parent and the studellt artist have presumably given the lZt"Zvspaper pennis­
sian to publish the article in paper form, that permission doesn't Jlecessarily extend to the
online eI1vironmmt. Depending on what was said and understood, permission ma.1I have
been limited t~ publication in the Jlt"Zvspaper, to be distributed tv its ordinary circulation
at the school.

7. Distance Learning

A teacher demollstrates to her class how to use various word processing programs. The
programs are licensed for her computer. Information sufficient to recreate the screen
displays is communicated to students at adistance leaming site on personal computers,
which are linked to hers via a wide area network. Should the school allow this use of the
programs?

Computer programs such as word processing programs tlrl! copyrightable works. The first
qtlestion raised by this scenario is whether any of the copyright owner's rights have been
infringed. Again, it is necesSllry to look to tlte scope of the license. The teacher's license
allows her to use tlte software on her atvn computer. VWten the screen display informa­
tion is shared with the other personal computers, howL'Ver, copies may be made of portions
of the programs in the computers' memories to the extent that the copies incorporate
renderings of the original programs. If this additional copying is not authorized by the
license, it may constitute infringement as well as breach of contract.

In addition, the communication may infringe the copyright owner's rights of public
performance and display. A performance. or display ofa work is public, and therefore
within the copyright owner's control, 'when it is communicated to members of the public
by electronic means, even if they receive the performance or display in separate places and
at separate times.

The school should look into the possibility that one of the Copyright Act's exemptions
might apply. When the communication ofa performance is done as a regular part of
systematic instruction for a nonprOfit educational institution, it //lay be permissible even
without the copyright owner's COnS!!'lt. The performance may also qualify as fair use,
upon consideration ofall the circumstances.

8. Library Preservation and Updating of Materials

A library wishes to adapt to and take advantage of I/lOdml technology. It makes digital
copies of those books in its coIIections that are begi,ming to deteriorate physically, in
order to preserve them. The original paper books are kept on the shelves. The library also
"refreshes" those workS it acquired in digital fom;: This involves making ml exact replica
of the original and trmlsfl.'rril1g it to the latest storage media, as well as updating the
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electronic storage format for use by newer operating systems and retrieval sofrUJare. The
library does not retain the old versions of the digital works, so that it does not end up
with more copies than it originally acquired. Are these acts by the library lawful uses of
the works it has purchased?

The fact that the library has purchased the initial copies of these works does not mean that
it is free to make additional copies. Ownership ofa physical copy ofa copyrighted work
does not carry with it the ability to exercise the copyright owner's rights. Moreover, there
is no general exemption permitting all uses of copyrighted works by public or nonprofit
libraries.

The copyright law does, however, contain a specific exemption for libraries, allowing them
to do anumber of things that would otherwise constitute infringement. The library
should check this exemption, and determille the extellt to which it covers these activities.
In the traditional paper-based world, some but not all of the acts of copying in this
scenario would be permitted U11der the exemption. The extent to which the exemption
should be extended to allow similar preservationist and archival copying in the digital
environment is still unsettled.

Even if the exemption were not extended to digital copying, or for those acts of copying
that wouldn't be covered by the exemption, the library may be able to invoke afair use
defense. A court would consider the noncommercial, limited lIature of the copying, as
well as the extent to which the library's use would substitute for a Ilew purchase from the
copyright owner.

9. Digital Manipulation of Copyrighted Materials

Astudent working at the school computer lab searches through a database on the
Internet. She finds a magazine article on the subject of violence in the schools, illustrated
by several photographs. As a prank, she changes the references in the article from a
center-city neighborhood to the suburbs where she lives, and combines two of the
photographs to depict a cache ofa frightening assortment of weapons placed on the front
steps of her own school. She then transmits the modified versions to her friends at school,
Qnd posts them on an electronic bulletin board, without indicating that any changes have
been made from the originals~ How should school administrators respond?

This scenario involves the manipulation of data and material protected by copyright in a
way that is misleading. The ease of such manipulation in the digital environment is one
of the major differences from more traditional means of communication.

Recipients of manipulated materials will not get what they think they are getting.
Depending on the nature of the data, the dissemination of inaccurate data may lead to
real personal or economic harm.

As a legal matter, such manipulation may violate copyright and other laws. Where tire
materials are protected by copyright, the copyright owner is losing cOlltrol of the contel1t
of the work, which may amol1g other thil1gS affect its reputatiol1l1l1d hurt its futllre
market. One of the copyright oWller'~ exclusive rights is to create I1(,W, derivative works
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based on the original. An unauthorized manipulated version of the originaL would likely
be considered to violate that right. In addition, other State and Federal laws may protect
the author of the original article and the photographer from having their works changed
without their consent, and then pubLished misleadingly above their names.

Again, the circumstances of the use may change the legal outcome. A manipulation that
is intended as a joke or humorous comment might be permissible as fair use ill appropri­
ate circumstances. A fair use claim would be strengthened if the manipulated version
was circulated, without any charge, to only a few friendS.

One possible eventual technological solution may be the use ofdigital sigrlature to
validate the accuracy and integrity of material obtained online. In any roellt, students
should be educated as to the potential negative consequences of what may seem to be a
harmless prank.

10. Performance of Downloaded Music
A high school has a student-run radio station, that transmits only within the school
building. Instead of purchasing records, cassettes, or CDs for transmission over the air,
the students decide that they will download songs from an interactive online service.
When asked for advice about whether licenses are necessary, how should school adminis­
trators respond?

Two separate copyrighted works are involved in this sceMrio: the musical composition,
and the recording of the particular performance of that music-i.e., the combination of
recorded sound that makes up what is known as the "sound recording."

First, when the students store the songs from an interactive online service, they are
ma/cing reproductions of both the sound recordings and the ululerlying musical composi­
tions. These reproductions may require licenses from the copyright owners of both works.
Moreover, when music is played over the air in the school, a public performance takes
place. Even though the school building may not be open to the general public, it contains
a substantial number of people beyond the normal circle of a family and its friends.
Although the law does contain various exemptions for pUblic performances for educa­
tional purposes, they are generally limited to performances as part ofa regular course of
instruction.

The students will therefore need to obtain licenses for the public performance of the
music. Such a license is easy to obtain, for afee tailored to the nature of the user (j.e., its
size and its commercial or nonprofit character), from collection organizations set up for
that purpose by music copyright owners. The students will not, however, Ileed a license
from the record producers to perform the sound recordings, unless they perform the sound
recording digitally on flIl interactive service or as part of certain ki/lds of sllbscription
services.
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11. Enterprising Student as Service Provider

An enterprising student, wishil1g to be the local supplier of weather information for the
school library, writes an interactive computer program that accesses various digitized
materials on the Information Superhighway such as maps, U/lprocessed data from
weather sensors, and government historical information. The program is continually
refreshed and provides an informative and entertaining presentation on current and
historical weather pattems. Can the program be run by the school library without
obtaining further permissions? Can the student make the program available to the local
TV station or others for use by the public? What policies should the school adopt to
cover situations such as these?

The weather analysis generated by the student's computer program mayor may not
incorporate any preexisting material subject to copyright. The output would probably be
more than simply information stored in a database. Whenever the program is asked to
predict the weather, the resulting analysis would represent the results ofa performance of
the program created by the student, and, if the performance is embodied in a local TV
broadcast, this may constitute a public performance for copyright purposes.

As to the preexisting data incorporated in the program, such as the unprocessed data
from weather sensors and government historical information, much of it may constitute
unprotectible facts or be sources from the Federal Governmellt, and therefore is likely to
be in the public domain. The copyright status is less clear, however, if the student links
in to a commercial service to access the data. The problem is that the student may get
some of the data in the program from an independent private source that lUIS manipulated
it in such a way as to create a new version, in itself subject to copyright (such as an
interactive weather map). It then becomes difficult to separate out the preexisting
unprotectible material from the newly added authorship. Moreover, once the studmt's
program has further manipulated the data, it may be difficult to determine what data
came from what source.

There may also be cases in which, while the data itself is in the public domain, commer­
cial entities provide access to the data in real-time ill exchange for a limited tillle duratioll
license on its use. Thus, if the program is updated in real-time using a commercial
provider of the weather data, caution must be exercised to ensure that accessing that data
does not violate the provider's license from the government or others.

Often, permissions may be obtained, free of charge, to use preexistillg information,
provided that credit is given to the source. This basic courtesy is often required by
contract even where the activity in question may be a fair use or otherwise covered by
some exemption. Teachers supervising use of school equipmel1t should be aware of
student activity, however, since copyright payments and other fees may be associated
with access to various repositories of information, mid the school may be liable for such
payments. To avoid pote/ltial controversies, a school should develop policies relatillX to
student-generated works tIrat are widely publicized

Finally, since tile proxram may be asked for predictiollS Oil which peopll! may rely as a
basis for making judgmellts or decisiolls that could have importallt cOllsequellces ill their
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lives, there cOl/ld be noncopyri~ht liability issl/es rdatin~ to tile SOl/rce and aCCl/Tacy of
tlIe cOlltellt.

12. Use of Works from Unknown Sources

A stl/dmt l/sillg olle of tile Sc/lOOI'S workstatiolls o/7tains severct! pieces of software from
till' 1Iltf.'rJlt!t aJld adds codt! of lIis OWII to form a 1I0ve! agellt-bast!d progrctm. Given qlleries
from other stlldmts, tire program ge/le'mte~' t1Ild !al/Ildle's softw(lre agel1ts hlto the
network wllich retHI'Il witll information collf.'cted (llld prt!pro(essed by the agellts. The
stl/dmt's program il1tegrates the informatioll Illld stores the resllit in a databllSe o]'ertlted
mitt mainta;nt!d by the SclW(ll whicll the stHdt!lItS can lise at tlrdr leisl/re. Is the sclrool
el1titJed to rllll sl/ch a database for lIse by the stlllknts? Call it make tire databast'
accessible througlwl/t the school district? Whllt rights do the studmt f11ld the sclrool Imt'e
in the program or the datll/7Ose?

Since' school eql/ipmmt is being used, it is adt'isab/e ta instruct stHdmts (111 Imsic
copyright prillciplf.'s and alt!rt tllem generally to the l1eed to obtaill prior aut!lOrizntiol1s.
The application of the doctriJle of fair lise to the acqllisithll1 of mrhms software dl!l1lC!l1ts
from tile illtemet is as yet 1IlIdeve/oped. Ab:::C!lIt :::ecurity mechal1isms to P't7)(,llt or
illlIibit aeee:::s to program elelllellts, it i::: at It!ast arguable tllat this actit'ity may be
pL'fl11issible ill cataill cases. For example, there may b,' all implicit authorizntioJl for
(LlIltactillg lllld 11I11llipll{atillg other llL't'work sottwart' by a rt.'lIwtt! agt'llt where tlrt!
program is de:::(~lIed for :::l/c/I agt'nt 1Il1ll1iPllilltioll t1Ild is pllblic/y aCCt'ssi/7/t! Oil till!
11l/ormati(1// SuperlligllU/{/y.

Howet'cr, 1I11ti! the situathm is clarified, a sclrool slwllid t!xt'rcise cautioll ill facilitatillg
this Ilctit'ity.

While there are important patellt, l'OIllJJllIllicathllls, mId otllt'r issl/e::: tl/Ot shollid bt!
addressed ill COlll1t'cthm with i.('orks expressed ITS St.'ql/(!1rCt'S ofbillary digits (or "/lits"),
from a copyright perspt!ctit'C! tlIe studellt':, acti,'ity raises It'xal qmostions. For t!xample, ill
tlle {,lImt substantial portiolls of J",'existil1g programs are incvrporah'd ill tlle student's
agellt-bast'd program, and prlll'idl!d tlmt these program dements 'lre protected by
copyright, it is nect!ssary for tire studl!lIt to obtain permissioll before makillg tlrt! dl!riva­
title work. Flirtiler, since tire Frogmm will gellt'rnt'· alld laullch softtmre ag('llts ill tire
lIetwork, permissiolls to perform the Imder(yillg progmml!1t'lIlellts ill public lIlay also be
required.

Again, tile allalysC!s of copyright nl/lsideratilllls ill tile a!1(IVe sCl.'lIarios are 1I0t intl.'llded /IS
n substitute for obtailling h'gaJ cIl1/JlsL'! wht!1J IH'Cl'ssary.



PR'VACY AND SECUR\TY
Rights and responsibilities in the online environment are still evolving. In
making decisions in this largely uncharted world, common sense is still a good

guide. Although an analogy to the world of paper records and face-to-face
contacts may not always provide a definitive answer to questions about the
online environment, it does provide a good starting point. The scope of legal
protections, both statutory and constitutional, for online activities is not settled.
Our discussions of the scenarios are not meant as "legal advice" but as issues that

should be considered.

A general principle that may help guide schools, libraries, and communities in
responding to questions and problems that occur when providing access to
online systems is to respond based on the norm rather than the exception to the
norm. Infringements of laws and social norms occur in everyday life and will
occur in the online world, probably with about the same regularity. Schools,
libraries, and community centers will never be able to control or sanitize online
activities completely-the technology and the technical know-how move too
rapidly. Instead, the focus may best be placed on sensible responses to protect
privacy, security, and intellectual property.

In prOViding access to online systems, schools, libraries, and community centers
can assume different roles, such as system operator, provider, moderator, and

contractor with system operator. Responsibilities and rights vary depending on
the role. The school, library, and community center should take care to clarify the
role that it is playing in establishing a relationship with a user. Organizations
providing online access to others must recognize inherent tensions between
freedom and responsibility. As the degree of supervision increases, legal

liabilities for system operators may arise, and the freedom of users may be
restricted. On the other hand, increased freedom and anonymity may make it
more difficult to regulate the online world and may increase conflicts between
users and overlapping policy goals. In balancing competing interests, the
principles on privacy and security adopted by the Advisory Council offer a guide
to the development and deployment of an effective Information Superhighway.

As will be seen throughout the Scenarios, one of the most important things that a
school, library, or community center can do to ensure privacy, security, and
protection of intellectual property on an online system is to state clearly and
publicly what the policies are and how a user might violate the policies. When
users enter the online world, it is not necessarily clear what spheres of activities
are public, private, and semi-public. Nor is it obvious whether words, data, or
pictures that one can access and download from online databases or discussion
groups are protected by intellectual property laws or by privacy laws. Schools,
libraries, and community centers will playa vital role in educating users about
such issues.

It may be helpful to view the public-private nature of the Information Superhigh­
way as a continuum. The area of private activity is actually quite narrow,
including private e-mail, especially if a message is encrypted. The Electronic
Communications Privacy Act pmhibits any intentional interception or disclosure

129



of e-mail messages. An important exception to this is that the system operator­
including schools, libraries, and community centers--ean read private messages
under certain circumstances. A less private sphere of activity includes a variety
of bulletin board-type services that require passwords. But in these spheres,
messages may be further divulged by another member of the bulletin board. The
private nature of these spheres is somewhat illusory. Most other areas of the
Information Superhighway are basically public. Newsgroups and chatgroups are
accessible to anyone who subscribes. Once again, messages may be further
disseminated outside the group. In addition, the account information (name, e­
mail address) for subscribers to public groups and bulletin board groups is often
widely available.

Schools, libraries, and community centers-as system operators of their own
online systems and as providers of access to other online systems on the Informa­
tion Superhighway-need to decide whether to set up the online system with
audit trails that would capture and retain information about online activities. In
systems.where security and data integrity are important concerns, it is a good
use of resources to establish audit trails and retain detailed records. For example,
users of online systems for financial or medical information would probably be

concerned about security and data integrity. In an educational environment,
school authorities would need to determine whether retention of information
were warranted given the kinds of communications that are likely to dominate
the system. They may also want to consider their potential responsibilities if
information is retained. If information about online activities is not retained,
then the school will avoid decisions about to whom information should be
released. The question becomes whether records of online activities are more
similar to records of educational actions or to a trail of browsing. If online
activities are more similar to browsing in the library, then divulgence of online
activities may have the effect of stifling student use of the Information Super­
highway and learning through it.

A theme that recurs in many of the privacy scenarios is that the rights of minors
may be different from those of adults. In the school environment, parents and
teachers have responsibilities for a child's education that enable them to access a
student's records and communications. The scope and detail of online activities
may represent a qualitative change from the ~orld of face-to-face contacts and
paper records, but it is unclear whether this change will alter parentistudent/
teacher rights and responsibilities. A second area in which the rights of children
are different concerns access to "adult materials." While the First Amendment
protects the sale and distribution of materials that are not obscene, it does allow
communities to take actions that restrict children's access to such materials.



131

PRIVACY AND SECURITY SCENARIOS AND DISCUSSION

1. Restriction of Computer Use by Schools

A school wants to establish a policy that school computers call ollly be IIsed for class­
related work. The school does Ilot wmlt studellts l/sing complders for entertainment (e.g.,
games) or for inappropriate or illegal activities (e.g., gambling, drl/g deals, sex chats).
Call the school establish and enforce this policy?

In gmeml, it is within a school's allthority to establish a policy restricting the use of
computers. The school's mission is to edl/cate, mId the school's compl/ters are school
property. The school can establisfr restrictions consistmt with its edl/cational goals.

Scfrool al/thoritiesshould be sensiti,le to how broadly (11' narrowly to define the restric­
ti011S. For example, does"class-related" mean that onlille access is limited to specific
class projects, or CGlI it include anything of educational ,'aille? GlIidelines should be clear
so that stlldr!llts Iinderstalld before going online what is and is not permitted. The
guidelines might be posted at each computer termi!rnl and could appear onscreen when
stlldmts log all.

RL'StrictiollS COlI be enforced by both teclmical mrd administrative meallS. School
authorities shollid consider the kind of onlille environment they wish to prOl'ide. There
are software packages and other teclmiql/es to guide or limit stlldent access. When
students ellter the Inforll1atioll SlIperhighway, there will be access points that reqllire
passwords or aCCOl/llt /lIImbers. The school, either in contracting with a system operator
or scypillg as system operator, can specify the onlim: sen'ices that stlldents may access.

Additimrally, school allthorities can monitor the aCCOJmts of stl/dents in different ways
(what databases have been accessed, what blllletin boards are freqllented, recipients and
content of e-mail). It is at tllis point that schools need to i,e sr!11sitipe to prit'ncy concerns.
In determining the degree or level of monitoring, two factors are important. First, Iisers
sfrollid be told in ad7:'ance what is beillg mOllitored so tfrat they COlI decide how to lise the
system. SeCt1/ld, constmlt or int'nsive mOIlitoring is likely to resl/It in fewcy conlln/mica­
tiOllS, and Iisers may be restrained in expressing themselves. School allthorities ,zeed to
balance their interest in restricting lise with their interest in encollrnghzg stlldents to take. .

advantage of the Ofzline elwironment and to comml/nicate freely within that em'iromnent.
Protection of privacy is crucial to CIIcoliraging free speech and to realizing the flill
potmtial of the Information Superhighway.

2. School's Release of Record of Online Activities

A parmt asks to see tile r('cords of her SOil'S Oil/hIe activities. Should the school divulge
those records to the parel1t? What if a teacher, the PTA, or law L'IIforce1l1ellt officials wal1t
to see records of studel1ts' ol1'il1e actizoities?

Schools may choose 110t to keep detailed records of ol1/ille actit'ities. If the school /'('tail1S
records of students' ol1/im:nctizoities, thel1 parmts CaTl legitimafL'ly requ(,st to see those
records. 1/1 gel1(.'ml, tile parL'l1t is L'l1titled to see schoul records of 11 child. TIl(' school col/ld



diFlIIge the records lmiess the school, system operator, alld user (student) had aweed
111'011 a differl.'11t [('('e[ of prit>ncy ,(Ill' 011 IiI/(.' cOllllllullicnticms alld related records. Parmts
of millor childrm also may Ileed to be a party to the agr(.'emellt.

If a teacher asks to see the n'cords of a stlldellt's oll[ille actil'ities, the schoof sl1(1uld
eva[lIatc the edllcntiOiral relationship /7ctwc('}/ the stlldent alld teacher. If the stlldellt is ill

the teacher's class and the teacher wallts the records to ('('aillate t/l(' stlldellt's progn'ss,

then the schoof can make the records amilable withollt compromising a stlldellt's primey.
If appropriate Ilotice has be('}/ gil'('Il, the studellt will lra,'e anexpectatioll that tile records
would be a1milablc to teachers. This does Ilot necessarily meall that any teae/H'r call ask

for thc on[inc records ofallY student in the school. All educationnl rclatiollship bdwc't'll
thl? stlldmt and teacher is a rl?ason for access. If n teaeha were interested ill a sc/wo[wide
study of student use of onlinc systl?ms, a sUllll1lary report cou[d be provided t/rat did not
identify indh,idlla[ studmts.

If thl? PTA sel?ks ,words ofa particular stlldt?1lt, a difft'rent primcy issue is raised. The
1974 Family Edllcntiollal Riglrts I1lld Primcy Act gives parmts I1nd studmts the riglrf to
sec stlldmt rccords nmi restricts otha disclosures wit/milt Imrmtal cOl1smt. Vllda
existing law, the disclosllre of pasona[Jy identifial7/e records of online actiz,ities to the
PTA 01' to mlOtha pl1rent would be illegal withollt the cell/sellt of a stlldellt's part?1lts. If
thl? PTA wants toexamille olllille acti"ities of the sfudellt body I1S a whole, the schoof
cOlild prm.>idl? a sumll1ary report that did Ilot identify i",iit,idlla[ students.

If law enforcemC?ITt officials ask to see the records of a particular stlldellt's OIllille aeNt/i­
ties, schoof admilli.~trntors wOllld wallt to t'IISlIre that the c~fficials were actillg with the
appropriate allthority, as disClissed ill tIll.' followillg scmario.

3. Online Solicitation of Student

A studc'nt disobc'ys classroom rules alld elltas illappropriatc' chatrooms (lilli/Ie. Also
disolJeyillg school rilles, the studwt gir/es ha real IUI/7/t! rather tlUlII tire ollli/le lIalll('
gillc'lI to ha ill school. As a res/Jlt, all fldlllt lisa begins st'IIdillg se;wnlly I1ggr('Ssil'e
m('S$I7ges mId calls the child at IIOI11C. T[,e child's par('llts clnim the sclroo[ is resp(lJrsilJh'
for thrl?atening the child's seClirity. VV71at is an appropriatl? rt'$POI/S~?

Schools !TIld system opl?rators /wed to bl' CCTuticll1S I1nd alert about ti,e possibility that
studc.'lIts can make inl1pproprinte contacts or accr.'Ss IIlldl?sirabfr.' mntr.>rials Ollline. Schools
that estnblish policies restrictil/g lise of cOlllputers to classroom acti'llities and rt'quiril1g
students to I/se psc'udonyms argunbly hal'C' taken ft'nsollabft> steps to protect "tudc'lIt"
from solicitatiow, thnt //lI1Y occllr Oil adult cf1fltfil1es. Other nctit'ities incllldc' iflCreasc'd
1I1onitoriflg in response to 1111 ide17tifil1ble problem. Schools C!TII al$l.1 wam stlldmts, i17

1I1uch the same wl1Y that gellerntio17s of childre17 hnpe beL'17 wnrned I1bOllt the dal/gas of
tl1/killg to or ridi17g with stra17gas. With approp,'inte m[es and sliperpisioll, a scf/(l()lmay

fl1irly argile that it is not responsible for wilff"l <';olatio17s of its rules.

Parent" could alsl) be informed about the school's onli}/(' policir.'s and the reaz'(l/Iz' for till'
rr.'strictio17s. ParCllts cOll[d I)e told about tire p(ls:i7bilith's of their cfrildrr.'n accessing
inappmpriate areas i17 tire ll17[i17r.' world and be given gllidnllce ns te) how to advise their
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children. III this way, the school would be plnyillg GIl importnllt role in public education
about the Illformatioll Superhighway alld its pOle/ltia! effect all iJrdi"idual primc~f.

Such illcidmts may occur cc:'m if stude/Its use their lIsemame rather thall their real
name. In 1994, a man was charged by Massachllsetb police !pith rapillg tems alld
pretems afta lurillg them through a computer bulletill board. System operators who
make obscelle, pOr/1ographic, or indecellt materials available all their systems are
l.'ulnerable to legal challenges, espl'cially if material CGlI be accessed by m;'wrs. Operators
of such bulh'tin boards or chatrooms oftell fof/ow the FCC's dial-n-porH regulatiolls for
tdepholle sapices. These requirc n'asollable efforts tDclISlIre that each user is at least 18.

This may ('11tail writtm verification of age. Some systl'ms use a special access code, flI1~

others scramble or ('/lerYl't all indecent materiak

4. Law Enforcement Access to Records
Law (mforcemellt authorities brdicc:'e that a student has bemusing ('-mail to conduct drug
deals both withill the school and with studellts ill other schools. Th('y ask to S('(' the stored
e-mail mId records regardillg the stl/d('lIt's use of the compl/ter. They also ask to l/1onitor
the stl/dent's online actii.,ities ill real-time. When can school officials respolld to requests
from law mforcemr:nt al/thorities [or oll/ille records?

School authorities shol/ld ollly re'[leal stl/dellt records if thl! law ellforcemellt officials
produce a warraJlt. The kind of warrallt reql/irl!d d('pmds 011 the material sal/gilt. Thl!
Electronic Comlmlllications Prh7acy Act (ECPA) requiTL'S officials to obtaill a warrant to
search or seize stored ekctronic comnll/llicatilms that are less than 180 days old. Tf the e­
mail is stored for more thall 180 days, thm law enforceml!lIt officials just lIeed to o/7taill
all admillistrnti7. Ie subpoena. Unda ECPA, law ellforcemellt officials also IIced a warral/t
to obtaill iJlformatioll about thc studmt's USl' of the computa. Without a warrallt or
court order, school officials should IlOt n'sp()}ld. If the schooililllits its retelltion of backup
illformatioll all stl/dmt computer usc, thcll it will Irapc less illformatioJl that others may
((1(111t to access.

Tf law I!llforCr!lllcllt officials ask tomo/litor r('(ll-time trallsmissions, they hm'e to prodl/ce a
special warrant that specifies tile crimillal actipities, sources that il/1plicntl!d the iJ/di­
i.'idual, alld the specific system they wish to lIIollitor. This scmario would play Ol/t
similarly if 1m" en[om'mellt officials approached a library or community cmter alld if
they werc sel'king electn171ic records related to allY criminal acth,ity, c.g., gambling,
conspiracy, embl!zzlement, or sellillg of obsceHe material.

If students are coml1!ll1!icntillg 011 pl//1/ic areas of onlille systems, tlrmlaw en~"cemeHt

officials call, and do, go "/lI!dercOi.'er" alld I1lll}litor discussiolls. Stlldellts sholild [1('

illforml!d that tlley h(7r'(' JlO Fourth Am('(!dl11ellt expectatioll of primcy, or allY statutory
protectiol1 throllgh ECPA, 011 those systems. III gl'l1crnl, a school sholild make clem' the
differiJrs le"l'!s of prii.'rrcy expectrrticl}I tlrat exi~t Oil puMic, sl'111i-pllblic, alld I'rimte
systems. Tlrese distil1Cticl}ls arc' diifiClilf to illtuit bllt importmrt for stl/dmts to realize.

TIlis is Ol1e area where' tire legrrl al1swers fm' tire ol1/ille em,irml111ellt are rl'!atii.,!'ly
straiglrtforward. ECPA, i.phiel, gir'e~ statufory mCl1l/illg to tl,e FOl/rth Aml'lld111l'11t
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protection for persons, houses, papers, and effects against unreasonable searches and
seizures, defines riRhts for individual users and responsibilities for system operators and
law enforcement officials. If a system operator revealed user records without proper
Cluthorization, thell the user could sue the operator. If law enforcement seized or searched
records (pithout a warrant, thm the evidence Rathered would be inadmissible in court. II

is therefore in everyone's best interests if law enforcement officials appear with the
appropriate legal authorization.

5. Casual Overseeing of Inappropriate Material by Children

At a library or community center, 17 member of the public asks to use a public terminal to
establish (1/1 e-mail account. This person wants to participate in Internet list servers.
The user is observed at the public terminal receil7ing and sending messages tlrat others
likely would find inappropriate for children. What actions are appropriate?

This is similar to situations where children see adults publicly reading books or maga­
zines inappropriate for childrm, wltere children see magazine COlJers or headlines not for
children, or where c/tildrrm overhear parts ofadult conversations that are not intmded for
children. These things happen. Children may pass by adults at computer terminals and
see words, phrases, or pictures that are inappropriate. Children generally are taught not
to stare. They are unlikely to hang over the shoulder ofa computer llser and read entire
messages. If some I{SerS are especially agitated about this, the library or community
center could establish "adlllt-only" computer rooms or areas and ask adults who ar('
receiving or sending possibly inappropriate materials to use those rooms.

lf a IIser wer/! flagrm1tly and continuously making a nuiStlnce by receiving (lJtd rending
inappropriate Inaterial from tlte Internet, th/! library or community cmter might, with
proper notice, mOllitor e-mail records or file contents. If there were inappropriate
conduct, the library might also inform law ('Ilforcement authorities. This wOllld be
eSpi!cinlly true if there iIlere complaints that an adult user of onlille sen/ices lOas l/sillg tlte
library as a place to solicit children.

6. Internet Access lor Children

A library or community center wants to prol'ide bttemet access to cltildren bllt is
concerned that some newsgroups and some areas of the World Wide Web contain
unsuitable material. What is tlte best way to proceed?

A library or commullity center proViding Internet access for childrell may lise available
hardware and software to Tr.ostrict Itltemet access. 1t is possible to cOllstruct a firewall
between a local system and the Intemef. Any communications between the two loould
Itave to go tlrrough tlte firewall, wltich could be programmed to restrict Internet access for
certaill users (i.e., cllildrell). Users first would hlll'e to log in through the firewall system
to access tlte internet.

A mriation is to provide a software program alld /lI/!llI{ for all online system t/tat makes it
easy for user:;. to acces::. cerfnin parts of the illtemer. Standard menu cltoices might
illc/ude c(>rtain databases, :!o,'erlllnmt documents, book tlIld hobbyist disclIssioll groups,


